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Our contact details
Name: Royston Town Council
Address: Town Council Offices, Melbourn Street, Royston, Herts, SG8 7DA
Phone number: 01763245484
Email: enquiries@roystontowncouncil.gov.uk		Website: www.roystontowncouncil.gov.uk 

This privacy notice is to aid transparency between Royston Town Council and those that interact with us with regard to how we use your data and what your rights are regarding that data. 

The type of personal information we collect
We currently collect and process the following information:
· Personal identifiers, contacts and characteristics (for example, name, address and contact details)
· Email addresses of those individuals that interact with us
· Financial information of users of council services
· Employee details
· We collect special category data as part of the discharge of council functions, namely related to employment
· We collect special category data related to councillors, namely related to political opinions
· We collect special category data related to racial, ethnic or religion, namely related to equality monitoring during recruitment
How we get the personal information and why we have it
Most of the personal information we process is provided to us directly by you for one of the following reasons: 
· Because you are a user of the council’s services
· To allow us to deliver a contractual service to you or because you have asked us to do something before entering into a contract, for example because you wish to hire a room, hall or allotment
· Because you wish us to make representations on your behalf
· Recruitment/employment
We use the information that you have given us in order to provide the service that you have requested of us, so that it is possible to contact you and respond to your correspondence or provide information and/or access our facilities and services. 

We may share this information with our employees, professional advisors, third party service providers that provide services to us and Royston Allotments and Gardens Association (for allotment hire). 

Under the UK GDPR, Article 6 the lawful bases we rely on for processing your information are the following:
· Article 6 (1) (a) – Consent
· Article 6 (1) (b) – Contract
· Article 6 (1) (c) – Legal obligation
· Article 6 (1) (d) – Protection of vital interests of data subject
· Article 6 (1) (e) – Public task
How we store your personal information
Your information is security stored in the Town Council offices (paper records) within securely locked rooms under restricted access. Digital files are kept on our cloud storage servers via M365/onedrive, where files are organised to give individual access only to those with a requirement to process the data. 
· We keep employee records for 6 years from the date of leaving employment. These are kept in a locked space within a locked room. Access is restricted only to the Chief Officer and any relevant line managers.
· We keep payroll records for up to 6 years, with the exception of pension details up to 75 years post employment.
· We keep recruitment applications for 6 months from the date of appointment.
· We keep room hire information for 6 years from the date of hiring. 
· We keep allotment hiring information indefinitely.
· We keep financial information for 6 years.
· We keep emails and correspondence (excluding spam) for 3 years, unless earlier deletion or longer retention is required under another category. 

When personal data is no longer needed or you request us to delete it, we will then dispose of your information by deleting electronic data and shredding paper documents, which are then disposed of securely. 

Your data protection rights
Under data protection legislation, you have rights including:
To be informed: an individual has the right to know how and why their data is used, what their rights are and how they can complain.

To request access: an individual has the right to request access to the information we have on them. They can do this by contacting the Chief Officer.

To request rectification: If they believe that the information we have about them is incorrect, they may contact us so that we can update it and keep their data accurate. Please contact the Chief Officer.

To request erasure: If the individual wishes the Council to delete the information about them, they can do so by contacting the Chief Officer where lawful and where there is not a requirement for the Council to retain. 

To request data portability: If the individual wishes to have their data transferred to another data controller they may request for this to happen.

To Object: If an individual believes their data is not being processed for the purpose it has been collected for, they may object by contacting the Chief Officer.  

To request review of automated decisions: An individual may ask for review by a human of a decision if the decision was made only by an automated system if the decision has a negative effect.

To request restriction of processing: An individual may request to limit the use of their personal data to certain circumstances. While restrictions are in place storage will still occur but the use will be limited, unless required for legal claims. 

The Town Council does not use automated decision making or profiling of individual personal data.

Complaints: If an individual has a complaint regarding the way their personal data has been processed, they may make a complaint to the Chief Officer or the Information Commissioner’s Office casework@ico.org.uk  Tel: 0303 123 1113.  

The Council will ensure that individuals on whom personal information is kept are aware of their rights and have easy access to that information on request.

You are not required to pay any charge for exercising your rights. If you make a request, we have one month to respond to you. This may by extended if we require to ‘stop the clock’ to ask clarifications or verify your identity. 
Please contact us at enquiries@roystontowncouncil.gov.uk or call 01763 245484, or write to Royston Town Council, Town Council Offices, Melbourn Street, Royston, SG8 7DA if you wish to make a request. 
How to complain
If you have any concerns about our use of your personal information, you can make a complaint to us at enquiries@roystontowncouncil.gov.uk or call 01763 245484 or write to Royston Town Council, Town Council Offices, Melbourn Street, Royston, SG8 7DA. 
You can also complain to the ICO if you are unhappy with how we have used your data. The ICO’s address:
Information Commissioner’s Officer
Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Helpline number: 03031231113	ICO website: https://www.ico.org.uk 
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