Data Security Policy  

Royston Town Council 




[image: ]















Adopted: 22.06.2026
Revised: 22.06.2026
Review: Biannually or as changes are required.

INTRODUCTION
In order to conduct its business, services and duties, Royston Town Council (the Council) processes a wide range of data, relating to its own operation and some which it handles on behalf of partners. In order to do so in a safe and accurate way, the Council takes data security seriously, ensuring that the approach to data is robust. To that end, this policy details various critical factors related to that data security. 

RESPONSIBILITY

Responsibility for overseeing data security sits with the Chief Officer, with the ability to delegate parts as required. For example, maintenance of physical records is often handled by the administration team, and management of access to digital platforms is often handled by the Deputy Chief Officer.

While the Chief Officer holds ultimate responsibility, all members of staff, councillors and others who handle data are expected to operate at a high standard to safeguard information and reduce risks at all times. 

PASSWORDS

The council requires all staff to have individual and confidential passwords to access their devices accounts. For shared accounts, a shared password file exists (such as social media) that requires multiple staff to access at any given time. 

For critical devices such as workstations for the finance officer, the password is written and stored in a locked safe to enable access in emergencies. If this occurs, the password shall be changed once the situation has been resolved by the primary user of that workstation or device. 

PHYSICAL SECURITY

Items of high value are locked in heavy-duty safes on council premises. This includes all cash, required documentation or items such as civic regalia (mayors chain). 

Other files are kept in cabinets locked with varying levels of security depending on requirement for the files. These scale as follows:

· In council offices that are always secured, accessible by all staff as needed
· In locked filing cabinets – to avoid accidental access to information
· In locked rooms, in locked filing cabinets – to protect data as needed

Examples such as minutes that are required to keep and make accessible publicly would be in the offices, whereas HR records are kept in a locked space within the Chief Officer’s office which is restricted access on top. 

CCTV operates at all times on council property, providing further assurance and deterrence.

Keys are stored within the council offices, with a log of when keys are provided to others alongside contact information. This assures access is limited only to when it’s needed for any given purpose. 

DIGITAL SECURITY

The council has endpoint protection active on all computers with a regular patching schedule to manage vulnerabilities. M365 management is restricted to our contractor, FormatICT and the Deputy Chief Officer. Leavers and joiners are therefore managed with immediate effect. M365 provides monitoring and logging, only accessed as required. 

ACCESS CONTROL

Access control is done physically by location and key ownership, for example only the Chief Officer and Deputy Chief Officer have access to the Chief Officer’s office keeping it entirely separate. 

Access control digitally is done by assigning access to individuals based on requirement. If access isn’t required, it isn’t given. Change of these controls is done via the Deputy Chief Officer, creating a focused point of contact. 
DELETION

Data is stored and erased in alignment with DPA 2018, DUAA 2025 and UK GDPR principles with a data retention policy outlining this directly. Please refer to the data retention policy for further information.


PERSONAL DEVICES

The council does not require staff to use personal devices for any uses. If an officer is expected to work remotely for any business reasons or be contactable by others for business reasons they are issued a device. The only exception to this is for contact via phone by managers to staff if they do not hold a work device. Even with this in mind, it does not require or expect staff to access data via personal devices. 


This policy should be used in conjunction with the other suite of data policies available internally or via the council website as required. 
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